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Introduction

u.trust LAN Crypt 2Go enables you to encrypt files
based on passwords. This allows you to share
information securely — with users inside and outside
your organization. Through u.trust LAN Crypt 2Go's
in-line integration, working with encrypted files is
easy and requires no change in your routine. u.trust
LAN Crypt 2Go is available on all desktop platforms
and mobile devices. A web-based version is also

available for systems where the app can't be installed.

The free u.trust LAN Crypt 2Go Reader allows for
easy decryption.

Functions

+ On-demand file encryption with password
+ Creation and use of password-based keys

+ Key ring for managing of and automatically
applying existing password-based key

+ In-line editing and encrypted saving of files

+ Enforcement of password strength requirements
for better file protection

+ Qutlook integration for encryption of attachments
in emails and calendar invites

+ Seamless integration into u.trust LAN Crypt
enterprise encryption solution

+ Option for importing password-based keys into
u.trust LAN Crypt

+ English and German language version available
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Password-based Keys

Key name GUID Imported/Renamed  Internal name
Demo {2F6212A9-543D-36BF-B26A-5E1EF67FB585) 09/01/23 15:32_02 Derived_Demo@202
local {AD2B0A4D-3BCC-621B-EE03-8FA4COEF67AD}  09/01/23 1314118 Derivedlocal@2023-
< >
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Select a file for encryption or decryption.

File: ‘ ‘ [ Browse... ]

Key: ‘ Demo v ‘ [ Create... ‘

(") Show password

OK Cancel

u.trust LAN Crypt 2Go enables cross-platform access to encrypted files. Both within an organization, team

or workgroup, and outside, in contact with customers, clients or service providers. Data can be exchanged securely
with users on Windows or Mac computers, iPhone, iPad, Android, or Linux using passwords. Users are empowered
to define passwords, store them in their key ring and use as needed. All data is in any case encrypted and decrypted
directly on the local device, offering full protection even in transit (“data in transit”). This protection remains in

place no matter which storage medium is used (“data at rest”). For users who do not want to install software,

the u.trust LAN Crypt 2Go web portal offers the possibility to encrypt or decrypt data from within the browser.

Here, too, no plain text data is transmitted — neither to Utimaco nor to the Internet provider or third parties.

System requirements

+ Windows 10 or higher
+ macOS 11 and higher (Ml & Intel)
+ i0S and iPadOS 14 or higher

+ Android version 9 or higher
+ Ubuntu 20.4 and Debian 11

+ State-of-the-art browser for web portal
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User convenience

+ Seamless integration supporting in-line editing,
right-click-context menu options, drag & drop
or standard file selection menu Securely and
conveniently

share data with

+ Easy key management, storage and auto-selection

ia the key ri . .
viathe keyring external parties without

+ QOutlook integration for easy encryption having to install
of file attachments in emails and calendar invites software.

« Integration with existing enterprise encryption solution
u.trust LAN Crypt

* Online help

Security

+ State-of-the-art encryption using AES-256 XTS algorithm and Argon2 id key derivation

Agile data requires flexible encryption

Working with confidential data on different platforms requires a standardized level of security. The protection

must dynamically adapt to all of the movements in order to keep the data confidential. This can be achieved only

if there is persistent end-to-end encryption, as offered by u.trust LAN Crypt 2Go — on all platforms and in all modern
browsers, requiring no local installation.

ﬁ Utimaco
a u.trust LAN Crypt

For users with even higher demands on the security of corporate
information or requiring transparent, policy-based encryption

u.trust LAN Crypt is the logical extension to u.trust LAN Crypt 2Go.
Individual Users are authorized to access the encrypted data by assigning
their profile to a unique key group.

+ Data and directories on endpoint devices and servers are encrypted
invisibly in the background

+ Clients are available for Windows, macOS, Android and i0OS

+ End-to-end protection regardless of storage location thanks to
persistent data encryption — even in transit

+ Easy and central policy management on the basis of existing directory
or domain structures

+ Clear separation of roles between system administrators and
security administrators
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About Utimaco

Utimaco is a global platform provider of trusted Cybersecurity
and Compliance solutions and services with headquarters
in Aachen (Germany) and Campbell, CA (USA).

Utimaco develops on-premises and cloud-based hardware security
modules, solutions for key management, data protection, and identity
management as well as data intelligence solutions for regulated critical
infrastructures and Public Warning Systems. Utimaco is one of the world’s
leading manufacturers in its key market segments.

550+ employees around the globe create innovative solutions and
services to protect data, identities and communication networks

with responsibility for global customers and citizens. Customers and
partners in many different industries value the reliability and long-term
investment security of Utimaco's high-security products and solutions.

Find out more on utimaco.com
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Headquarters Campbell, USA
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Americas
Utimaco Inc.
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Utimaco IS GmbH
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For more information about Utimaco® products, please visit:
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© 6 Temasek Boulevard
#23-04 Suntec Tower Four
Singapore 038986
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Utimaco® is a trademark of Utimaco GmbH. All other named trademarks
are trademarks of the particular copyright holder. All rights reserved.
Specifications are subject to change without notice.
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